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o The caller uses a very aggressive tone
o You are threatened with immediate arrest
o You are asked to pay via non-legitimate payment methods such as iTunes gift cards

In the last five to ten years there has been a significant increase in scams from people claiming to be from 
the ATO and other government organisations.

We advise all clients to be extremely wary of phone calls, emails or SMS that claim to be from the ATO, 
as these are often scams aimed at tricking you into providing personal or financial information.

We have listed below, a brief description of ATO scams currently being reported. 

Phone Scams

The ATO may contact you from time to time by phone to discuss general queries. However, you should 
be aware of phone scams which generally offer you a tax refund or tell you that you have a tax debt and 
threaten you with arrest.

Examples of phone scams include the following

Type 1 – Overdue Debt or Lodgement
Key indicators of the scam include: 

Type 2 – Tax Refund
Key indicators of the scam include: 

o The caller advises you have an unclaimed refund
o You are asked to pay money to a third party to receive the refund or provide

your bank account or credit card details via unsecured channels
o The payment must be made through a money transfer, often into a personal bank

account

Type 3 – Retirement Plan 
Key indicators of the scam include: 

o The caller claims to be a financial advisor or tax agent with access to various
schemes which allow for excessive tax deductions or losses

o The caller asks about your financial situation and other personal information
o The caller may be pushy to book an appointment, and tell you they have

representatives in your neighbourhood right now
o Schemes that are designed for the primary purpose of tax evasion are illegal

under taxation legislation
o The ATO imposes significant penalties for both scheme promoters and

participants

Email Scams

Email scams are becoming increasingly common and sophisticated. These emails claim to come from the 
ATO and usually offer a tax refund. Generally, they link to a fake ATO website asking for personal or 
credit card details or prompt you to open or download a file that will install a virus on your computer.

These emails can differ in appearance and level of sophistication. Generally, they state that you are 
eligible for a refund and tell you to click on a link or open an attachment to submit a form in order to 
receive it.

Key indicators of email scams include:

o Poor grammar
o The email not personalised i.e. addressed to Sir or Madam
o Asks for personal identification documents to verify your identity
o Requests you to open an attachment embedded within the email
o Links in the email – you should never click on a link in an email unless you

are sure of the source

You can confirm the destination of a link by hovering your mouse over the link or on your phone by 
holding your finger down on the link. Non-genuine links often include random letters, numbers or only 
parts of the ATO domain name. All ATO domains include http://www.ato.gov.au. Recent fake ATO 
emails have been received from email addresses ending in @atogovau.org.

SMS Scams

SMS scams generally claim that you are eligible for a refund and instruct you to click on a link to submit 
a form to receive it.
They usually link to a fake ATO website asking for personal information and credit card details.

Key safeguards and tips to avoid being scammed:

1. The ATO will never message you for personal details.
2. The ATO are a professional government organisation and cannot threaten

taxpayers, especially with arrest.
3. You will never be required to settle an ATO debt in anything other than

Australian currency via regular means such as credit card, cheque, BPAY
or EFT. Williams Hall Chadwick can supply the appropriate payment
details and methods upon request.

4. Before providing any personal information ask yourself whether the ATO
contact makes sense (i.e. Have you already lodged and paid your tax
return? Have you received any prior debt notices in the mail?)

5. For most clients, the ATO will contact our office as the first port of call
for any issues or enquiries they may have. If you are unsure of any
correspondence from someone claiming to be from the ATO you are well
within your rights to either refer them to us or simply advise that you will
contact your tax agent and come back to them.

6. Be extremely wary of “cold call” advisors who do not have an intimate
knowledge of your financial affairs yet claim to have access to tax saving
schemes which would be perfect for you.

As always, Williams Hall Chadwick is more than happy to assist with any ATO or tax related matters. If 
you are in any doubt in regards to the authenticity of correspondence you receive in relation to your 
financial or tax matters, please contact our office for verification.
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